Data fusion provides a means for combining pieces of information from various sources and sensors. This chapter presents a data fusion methodology for interdependent critical infrastructures that leverages a distributed algorithm that allows the sharing of the possible causes of faults or threats affecting the infrastructures, thereby enhancing situational awareness. Depending on the degree of coupling, the algorithm modulates the information content provided by each infrastructure using a data fusion technique called evidence discounting. The methodology is applied to a case study involving a group of dependent critical infrastructures. Simulation results demonstrate that the methodology is resilient to temporary faults in the critical infrastructure communications layer.
Introduction
Combining pieces of information through data fusion techniques can enhance the security of critical infrastructure systems by providing improved situational awareness that supports decision making. Usually, critical infrastructure systems combine the information coming from their sensors individually, without sharing information regarding their operating states with other infrastructures. This is mainly due to the fact that the delivery of sensitive information to external entities poses security issues (see, e.g., [6, 21] ). However, in real-time environments, there are numerous scenarios in which allowing full information exchange could be beneficial.
Foglietta et al. [9] have applied an algorithm based on the work of Gasparri et al.
[11] to share information among a set of critical infrastructures in order to produce common knowledge and decrease the possibility of producing cascading effects. In their approach, the infrastructures -implemented as "agents"constitute a connected network and combine their local information about their operating states using a distributed algorithm. However, the approach requires the network to have a spanning tree topology.
Ducourthial et al. [8] have proposed a distributed algorithm that implements data fusion in unknown topologies. The algorithm computes the confidence of each node by combining all the data received from its neighbors using a "discounted cautious operator" and without relying on a central node for data collection. The algorithm converges for any initial configuration and for any unknown network topology. However, the algorithm requires the network topology to become stable (i.e., nodes and links are fixed and agents do not perform any dynamic observations) in order to reach convergence.
Considerable research has focused on applying data fusion techniques to enhance the security of critical infrastructures. Genge et al. [12] have employed cyber-physical data fusion based on the Dempster-Shafer theory [3, 17] to combine knowledge from the cyber and physical dimensions of critical infrastructures in order to implement an anomaly detection system. The system was validated in a scenario involving distributed denial-of-service attacks on an information network whose disturbances propagated to a simulated power grid. However, the centralized nature of this approach (i.e., all the data must be collected by a single node that performs data aggregation) limits its robustness to single node failures.
Oliva et al. [13] have presented a distributed consensus algorithm based on fuzzy numbers and subsequently applied it to a case study related to crisis management. The algorithm provides consensus on the overall criticality of a situation based on the information provided by human operators regarding the state of critical infrastructures. However, the algorithm is complex and requires the generation of appropriate fuzzy membership functions to model operator opinions. Sousa et al. [20] have proposed a critical infrastructure protection methodology based on distributed algorithms and mechanisms implemented between a set of devices that provide secure gossip-based information diffusion among infrastructures. Although the methodology ensures that the data traffic satisfies security policies for mitigating cyber attacks, it lacks flexibility when dealing with physical threats or uncertain threats.
This chapter presents a data fusion methodology for interdependent critical infrastructures based on the algorithm of Ducourthial et al. [8] to exchange information between critical infrastructures and, thus, increase situational awareness. Simulation results show that each infrastructure converges without relying on a static network topology and despite the presence of link failures (e.g., due to natural disasters or cyber attacks). With respect to distributed consensus, the methodology enables each infrastructure to converge and, thus, capture the particular behavior of an infrastructure that, due to its specific dependencies and/or internal failures, may exhibit a particular state. Moreover, the modeling of failures and threats using the Dempster-Shafer formalism takes into account the imprecision and uncertainty in detecting events without the need
